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Tracking Cookies

● Cookies still used for 

tracking browsing 

behavior

● Placed on websites for ad 

personalization, 

marketing, analytics, etc.
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GDPR and EU Regulations
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Prior Work on Cookie Consent
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Sanchez-Rola et al. 2019 Bollinger et al. 2022 Bouhoula et al. 2024

And many more (Matte’20, Van Eijk’21, Rasaii’23, Liu’23, Kancherla’24, etc…)



What about cookie consent 

outside of the GDPR?
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Canada (PIPEDA)
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California (CCPA)
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Singapore
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Singapore (PDPA)



The US is also a 

market of great 

interest to 

advertisers.
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United States of America (Other)



Consent Management Platforms (CMPs)

● OneTrust, Cookiebot, Didomi, etc.

11



CMPs Provide Interpretations

● Regardless of what actual privacy laws 

are, CMPs hold the power of 

interpretation and implementation

● If a regulation is not provided on 

OneTrust, who will enforce it?

○ Where is PIPEDA, PDPA, APP, POPIA, UK 

DPA, etc.?
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ConsentChk Design



ConsentChk Crawler

● Visits 10 random subpages

● Spoofs user agent

● Uses techniques to 

simulate human behavior 

and avoid bot detection
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8 Measurement Vantage Points

● English-Speaking

● Privacy Laws 

(Except Michigan)

● CA, US, CAN, 

UK, EU, ZA, SG, 

AU
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Crawling Methodology

● 3 CMPs

● Only sites with cookie banner settings

● Only sites which were loaded successfully

● October 4-12 2024
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Violation Types

● Ignored Cookie Rejection

○ Click reject button, but cookie still loads

● Undeclared Cookie

○ Cookie not in CMP library and is unable to 

be rejected or given consent to

● Wrong/Ambiguous Cookie Category

○ Cookie in multiple cookie categories and 

cannot be rejected
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Finding 1: Cookie Placement
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Regions with stricter privacy regulations have on 

average 11 fewer cookies per site



Finding 2: Cookie Consent Violations
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Stricter privacy regulations = 4-9% fewer 

undeclared cookies

But 4-9% more declared cookies = 3-10% more 

ignored rejections



Finding 3: Cookie Violations Same-Site Comparison
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Sites visited from regions with stricter privacy 

regulations have ~10 more cookie violations.



Finding 4: 3rd Party Cookie Consent Violations
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Previous trends are exacerbated by an extra ~6% 

for 3rd party cookies



Finding 5: Cookie Banner UI and Behavior Disparities
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US, SG, ZA, CA have most disparities with the EU

SG, ZA, AU, CAN few disparities with each other

● Metric here is each cookie banner 

parameter that is different between 

regions. 

○ E.g., button text, colors, position, consent 

mode, button layout, banner display



Cookie Banner UI Disparities
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Dark PatternsNormal Labels



Cookie Banner Behavior Disparities
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Dark patterns in cookie banners are more 

prevalent in non-EU/UK regions, especially US



Root Causes of Violations: Geolocation Rulesets and Behaviors
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Geolocation rulesets on CMPs allow for 

region/regulation specific banners



(Website Responsibility)

Why Do Ignored Cookie Rejections 

Happen?

● Have to place in the <head> before other scripts

● Must update all tracking scripts

○ <script data-usercentrics="Name of Data Processing Service”>

● Any scripts loaded afterwards mean cookies will be 

loaded and not deleted!
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(Website Responsibility)

Why Do Undeclared Cookies Happen?

Developers must label and 

categorize all cookies that 

are detected by the crawler 

but not known to the 

cookie database.
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(Website Responsibility)

Dark Patterns

● Developers can set arbitrary labels 

for your cookie banner buttons

● For example:

○ Button: Accept can be “Close” or 

“Reject” or “Whatever”
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(CMP Responsibility)

Why Do Cookie Violations Happen?

● Ignored Cookie Rejection: Poor documentation 

on CMP script integrations and script editing.

● Undeclared Cookies: Crawler misses cookies and 

does not include them in cookie declaration list.
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(CMP Responsibility)

Dark Patterns and Dark Incentives

● No guardrails for 

cookie banner labels

● Analytics that 

optimize for cookie 

acceptance rates
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4 Years of Measurements

● 2021-2025
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Navigating Cookie Consent Violations Across the Globe

Takeaways:

- Cookie consent is still a big part of tracking personal data and privacy

- Privacy laws have a significant impact on cookie consent effectiveness

- CMPs still have a long ways to go for proper implementations of privacy laws

- Websites are inadequate when it comes to managing cookie consent

Resources:

❖ Contact: bjaytang@umich.edu | ducbui@umich.edu | kgshin@umich.edu

❖ Websites: https://www.bjaytang.com/ | https://ducbui.com/ | https://web.eecs.umich.edu/~kgshin/
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