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Tracking Cookies

o Cookies still used for
tracking browsing

behavior

Placed on websites for ad
personalization,

marketing, analytics, etc.

Third-party cookie retargeting

User browser . - ) Website A
Visits website A
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o

0 & |

Sends back cookies with unique ID

©

Exits A and Website B 0
Y'S'ts oy - User clicks on
websiie'B the ad and
WORLD NEWS —
& returns to A
RIS

Cookies from A stored

on user browser place

personalized ad on B

Cookieves

Source:

https://www.cookieyes.com/third-party-cookies f L 4 in /CookieYesHQ



GDPR and EU Regulations

ePrivacy Directive

K7 % 1AB TCF v2.2.

* GDPR x

* * ’t chym stay on the safe side




onetrust Solutions Platform Resources Company Request demo Contact sales

You can't scale privacy without Al

Govern well. Move fast. Al makes both possible.

Learn more

v Your Opt Qut Preference Signal is Honared Accept opt-in

Why do we use cookies and other tracking technologies?

Stay opted-out
Our site enables script (e.g. cookies) that is able to read, store, and write
information on your browser and in your device, The information processed by
this script includes data relating to you which may include personal identifiers Customize Settings
(e.g. IP address and session details) and browsing activity. We use this
information for various purposes - e.g. to deliver content, maintain security,

enable user choice, improve our sites, and for marketing purposes. You can
reject all non-essential processing by choosing to accept only necessary

cookies. Cookie Notice
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And many more (Matte’20, Van Eijk’21, Rasaii’23, Liu'23, Kancherla’24, etc...)

Cookie Consent

Em Number of Websites (82.5%)
24248

(69.7%)
20498

(30.9%)
9094 (25.4%)
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Bollinger et al. 2022

Missing notice
No reject button

Ignored reject

Implicit consent
prior to interaction

Implicit consent after close

Undeclared purposes

Interface intereference

Forced action
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What about cookie consent
outside of the GDPR?



Canada (PIPEDA)

PIPEDA's global extra-territorial jurisdiction and
PIPEDA and User Choice right to be forgotten: A.T. v. Globe24h.com

PIPEDA requires an individual’s knowledge and consent for the collection, us:
information. ! PIPEDA also requires that the purposes for which an indivic FEBRUARY Y, 2017 - BARRY SOGKMAN
collected, used or disclosed be explained in a clear and transparent manner.

recognize that the form of consent can vary: for example, express consent (¢
sensitive information, and implied consent (opt-out) when the information is

to note that the sensitivity of information depends on the nature of the inforn
which it is being collected, used or disclosed. Certain types of information wi
sensitive because of the specific risks to individuals when said information it the person’s rights under Canada's privacy law, the Personal Information Protection and Electronic Documents Act (PIPEDA). In AT. v. Globe24h.com, 2017 FC
This would include information such as health and financial data, ethnic and 114 the Honourable Mr Justice Mosely ordered the individual operator of the website Globe24h.com to remove all Canadian tribunal and court decisions
opinions, genetic and biometric data, an individual's sex life or sexual orienta
philosophical beliefs.

The Federal Court of Canada released a landmark decision finding that the court has the jurisdiction to make an extra-territorial order with world-wide

effects against a foreign resident requiring the foreign person to remove documents containing personal information about a Canadian citizen that violates

posted on the site that contain personal information and to take all necessary steps to remove the decisions from search engines caches.

While obtaining consent in the online environment is not without its challenges, it is possible. Opt-out
consent for online behavioural advertising could be considered reasonable providing that:

« Individuals are made aware of the purposes for the practice in a manner that is clear and
understandable - the purposes must be made obvious and cannot be buried in a privacy policy.
Organizations should be transparent about their practices and consider how to effectively inform
individuals of their online behavioural advertising practices, by using a variety of communication
methods, such as online banners, layered approaches, and interactive tools;

Individuals are informed of these purposes at or before the time of collection and provided with
information about the various parties involved in online behavioural advertisin

Individuals are able to easily opt-out of the practice - ideally at or before the time the information is
collected;

The opt-out takes effect immediately and is persistent;

The information collected and used is limited, to the extent practicable, to non-sensitive information
(avoiding information that is generally considered sensitive such as medical or health information,
financial data, ethnic and racial origins, political opinions, genetic and biometric data, an individual's
sex life or sexual orientation, and religious/philosophical beliefs); and

« Information collected and used is destroyed as soon as possible or effectively de-identified.



*

California (CCPA)

CALIFORNIA REPUBLIC

1. What rights do | have under the CCPA?

2. What if | am not a California resident?

3. What is considered personal information and sensitive personal information under the 3. What is considered personal information and sensitive personal information under the
CCPA? CCPA?

4. What is not considered personal information under the CCPA? Personal information is information that identifies, relates to, or could reasonably be linked with
you or your household. For example, it could include your name, social security number, email

5. What businesses does the CCPA apply to? . . . X . X

address, records of products purchased, internet browsing history, geolocation data, fingerprints,

and inferences from other personal information that could create a profile about your preferences

The CCPA applies to for-profit businesses that do business in California and meet any of the P P yourp

) and characteristics.
following:

Sensitive personal information is a specific subset of personal information that includes certain

Have a gross annual revenue of over $25 million; ) ) ) . . - )
g $ government identifiers (such as social security numbers); an account log-in, financial account, debit

Buy, sell, or share the personal information of 100,000 or more California residents or card, or credit card number with any required security code, password, or credentials allowing
households; or access to an account; precise geolocation; contents of mail, email, and text messages; genetic data;
Derive 50% or more of their annual revenue from selling California residents’ personal biometric information processed to identify a consumer; information concerning a consumer's
information. health, sex life, or sexual orientation; or information about racial or ethnic origin, religious or
philosophical beliefs, or union membership. Consumers have the right to also limit a business's use

8 Dogs the ECPA apply £ nOnprafits Bt povernment AEencies? and disclosure of their sensitive personal information.

Personal information does not include publicly available information (including public real

estate/property records) and certain types of information.




Transfer of personal data outside Singapore

26.—(1) An organisation must not transfer any personal data to a country or territory outside Singapore
except in accordance with requirements prescribed under this Act to ensure that organisations provide a

standard of protection to personal data so transferred that is comparable to the protection under this Act.

(2) The Commission may, on the application of any organisation, by written notice exempt the
organisation from any requirement prescribed pursuant to subsection (1) in respect of any transfer of personal
data by that organisation.

(3) An exemption under subsection (2) —
(@) may be granted subject to such conditions as the Commission may specify in writing; and
(b) need not be published in the Gazette and may be revoked at any time by the Commission.

(4) The Commission may at any time add to, vary or revoke any condition imposed under this section.

Singapore (PDPA)

Withdrawal of consent

16.—(1) On giving reasonable notice to the organisation, an individual may at any time withdraw any
consent given, or deemed to have been given under this Act, in respect of the collection, use or disclosure by
that organisation of personal data about the individual for any purpose.

(2) On receipt of the notice mentioned in subsection (1), the organisation concerned must inform the
individual of the likely consequences of withdrawing his or her consent.

(3) An organisation must not prohibit an individual from withdrawing his or her consent to the collection,
use or disclosure of personal data about the individual, but this section does not affect any legal
consequences arising from such withdrawal.

(4) Subject to section 25, if an individual withdraws consent to the collection, use or disclosure of
personal data about the individual by an organisation for any purpose, the organisation must cease (and cause
its data intermediaries and agents to cease) collecting, using or disclosing the personal data (as the case may
be) unless such collection, use or disclosure (as the case may be) without the individual’s consent is required
or authorised under this Act or other written law.



United States of America (Other)

US State Privacy Legislation Tracker 2025

The US is also a

Statute/bill in
legislative process

market of great

. Introduced
H In committee
interest to -
In cross chamber
In cross committee

advertisers.

Passed

B signed
. Inactive bills

No comprehensive
bills introduced

) Last updated 21 Apr. 2025
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Consent Management Platforms (CMPs)

® OneTrust, Cookiebot, Didomi, etc.

= Funcional Cookles

Site name Home

Consent

Jaso

This website uses cookies

URRUONO R i o s o i e
share information about your use of our site with our social media, advertising and analytics pariners who may combine
it with other information that you've provided to them or that they've collected from your use of their services.

Necessary Statistics Marketing

DIDOMI

Do you agree
to let us use cookies?
We and our 18 partners use cookies and trackers to

help center
o improve the interface

display important information

We use essential cookies to make our site work. With your consent, we may also use non-

@ Messuremarkating offer updates
essential cookies to improve user experience and analyze website traffic. By clicking B Inene auntisodlinlen|
“Accept,” you agree to our website's cookie use as described in our Cookie Policy. You

can change your cookie settings at any time by clicking “Preferences.”




GDPR

. . Europe
General Data Protection Regulation

CMPs Provide Interpretations

TCF 2.2
Transparency & Consent Framework 2.2 J

Europe

iab:

® Regardless of what actual privacy laws CCPA

California Consumer Privacy Act

California

are, CMPs hold the power of

0 0 . . CPRA ——_
interpretation and implementation California Privacy Rights Act 2 OT2

CPA

Colorado Privacy Act

Colorado

e If a regulation is not provided on

. . CTDPA .
OneTrust, who will enforce it? Connecticut

Connecticut Data Privacy Act

o  Where is PIPEDA, PDPA, APP, POPIA, UK

UCPA Utah
DPA, etc.? Utah Consumer Privacy Act

VCDPA

o ) Virginia
Virginia Consumer Data Protection Act




ConsentChk Design
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ConsentChk Crawler

e Visits |0 random subpages O

Use necessary cookies only

Allow selected cookies Allow all cookies

Necessary Preferences Statistics Marketing Hide details » Pu ppeteer
Cookie declaration About cookies

Necessary (16) Marketing cookies are used to track visitors across websites. The intention is to
. Poo s u Se r age nt display ads that are relevant and engaging for the individual user and thereby
more valuable for publishers and third party advertisers.
Preferences (7)

Statistics (19) Name Provider Purpose Expiry Type
Marketing (32) _atuvc [x2]  AddThis@ ggf:::f;?: 13 months HTTP
Unclassified (7 website's
. nclassifie social
e Uses techniques to o

simulate human behavior Strictly Necossary @

Performance Cookies @

and avoid bot detection

Functional Cookies @

Targeting Cookies @

Confirm my
choices




8 Measurement Vantage Points

e English-Speaking

® Privacy Laws <o
(Except Michigan) "

e CA, US, CAN, |
UK, EU, ZA, SG,

AU

= \-ﬁ‘? _ 3 |

S




Crawling Methodology

e 3 CMPs

e Only sites with cookie banner settings

Targeting Cookies )

Strictly Necessary Cookies
These cookies may be set through our site by our

L O n |y S ites A2 h iCh were Ioad (S d sSucces Sfu | Iy iSlcpnancecookiss advertising partners. They may be used by those

P e companies to build a profile of your interests and

show you relevant adverts on other sites. They do
] O cto ber 4' I 2 2024 Targeting Cookies not store directly personal information, but are
based on uniquely identifying your browser and
internet device. If you do not allow these cookies,

Targeting (3rd Party)
Cookie Violation

Successfully Loaded by ConsentChk 1 ,31 2 “

you will experience less targeted advertising.

-
1
1

s

1 (a) Cookie setting.
¥
< Cookies List Q o

|
1 1793No Violations or Reject Button
English & Properly Loaded 481 -

1 0,771 No Cockie Banner

rubiconproject.com View Cookies »

Websites 8’978
19,665

Name ruid
Host rubiconproject.com

Duration a few seconds

Not English or Not Loaded

9,229

Type Third Party

(b) Cookie declaration.




Violation Types

e |gnored Cookie Rejection

o  Click reject button, but cookie still loads

® Undeclared Cookie

o  Cookie not in CMP library and is unable to

be rejected or given consent to

e Wrong/Ambisuous Cookie Category

o  Cookie in multiple cookie categories and

cannot be rejected



Finding |: Cookie Placement

Mean Total Cookie Counts per Site per Region Total Cookie Counts per Region
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Regions with stricter privacy regulations have on
average || fewer cookies per site




Finding 2: Cookie Consent Violations

Normalized Violation Counts per Site per Region - Ignored Rejection Normalized Violation Counts per Site per Region - Undeclared Cookie Normalized Violation Counts per Site per Region - Wrong Category

c
=]
=
S
L}
[7)
o<
©
o
o
c
=
£
n
2
c
E
o
Q
c
L
=
2
>
o
[
N
©
E
£
=}
E

ormalized Violation Counts (%) (Undeclared Cookies
Normalized Violation Counts (%) (Wrong Category)

Stricter privacy regulations = 4-9% fewer
undeclared cookies

But 4-9% more declared cookies = 3-10% more
ignored rejections




Finding 3: Cookie Violations Same-Site Comparison

Mean Difference in Violations per Site Compared to EU

I Undeclared Cookies
1 Ignored Rejection
EE Wrong Category
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Sites visited from regions with stricter privacy
regulations have ~10 more cookie violations. 20




Finding 4: 3" Party Cookie Consent Violations

Mean Total Cookie Counts per Site per Region Normalized Violation Counts per Site per Region - Ignored Rejection Normalized Violation Counts per Site per Region - Undeclared Cookie|
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Previous trends are exacerbated by an extra ~6%
for 34 party cookies
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Finding 5: Cookie Banner Ul and Behavior Disparities

Pairwise Differences in Ul Settings Between Regions

P 2. | 2 ® Metric here is each cookie banner

= o7 parameter that is different between

312

regions.

2705 4870 .
o E.g., button text, colors, position, consent

é - 2167 963 1040 3050 493 2168

Region

mode, button layout, banner display

Z s 4 312 2705

@ - 2003 4870 2168
% ﬂ 3017 3023 508 1918
I I i

I
us sg za eu can
Region

US, SG, ZA, CA have most disparities with the EU
SG, ZA, AU, CAN few disparities with each other

22
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Cookie Banner Behavior Disparities

Normalized Distribution of Ul Value for ConsentModel
1.01
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notice only -

Dark patterns in cookie banners are more
prevalent in non-EU/UK regions, especially US

implied consent -

Ul Value




Root Causes of Violations: Geolocation Rulesets and Behaviors

.0 usercentrics

I8 Configurations

@ Geolocation Rulesets

& User Management

B3 company Details
Setup Legal Specifications CMP Settings

General Data Protection Regulation (GDPR)
Below you can adjust your settings regarding the General Data Protection Regulation (GDPR).

Regional Settings

Display CMP only to EU and EEA users

Reshow GDPR CMP
This resurfaces the CMP and refreshes the users consent choice after the selected time period in
months.

Category Consent
Users will be able to consent on category level only. The granular toggles for more detailed cof
decisions on Data Processing Service level will not be shown anymore if this feature is enable:

Close CMP without accepting
Users are enabled to close the First Layer of the CMP order to be compliant with regional
recommendations. This action is treated in the same way as clicking on Deny All.

Geolocation Rulesets

Create and manage Geolocation Rulesets for an international CMP setup. Learn more in our documentation.

GeoRules

Rules

Rule Name

Default (Global)

California

Europe

Regions

All (Global)

California

Germany, Spain, Italy, France, Denmark, Netherla

Add Ruleset

Configuration

Global Config [dKjbORjGMyuXtL]

US - California [MnxSKo8V8WS5ICP]

Europe & UK [61-0x0ZY6f2IBm]

Geolocation rulesets on CMPs allow for
region/regulation specific banners




(Website Responsibility)
Why Do Ignored Cookie Rejections
Happen!

e Have to place in the <head> before other scripts

® Must update all tracking scripts

o0  <script data-usercentrics="Name of Data Processing Service”>

® Any scripts loaded afterwards mean cookies will be

loaded and not deleted!

Script Tag

Copy the script tag below and paste it into the <head> section of your
website. Make sure it is placed before any third-party script that

requires user consent.

Auto Blocking | # |  Manual Blocking

<script src="https://web.cmp.userce

ntrics.eu/modules/autoblocker.js">

How to place the script correctly? v

<html>

<fhead>

<body>




(Website Responsibility)
Why Do Undeclared Cookies Happen!?

Status Service Category Domain Source Actions

JSDelivr Essential https://www.bja... 15.05.2025,17:22 View Service
Developers must label and

Google Maps Functional https://www.bja... 15.05.2025,17:22 View Service

categorize all cookies that

gstatic.com Essential https:/fwww.gst... https://www.bja... 15.05.2025,17:22 View Service

a‘re d eteCted by th e C ra‘w I e r Google Fonts Functional https://fonts.go... https://www.bja... 16.05.2025,17:22 View Service

b ut n Ot I(n OW n to th e G Functional https://docs.goo... https://www.bja... 15.05.2025,17:22 View Service

Google Calendar Functional https://calendar.... https://www.bja... 16.05.2025,17:22 View Service

cookie database.

Google Hosted Libra... Functional https://apis.goo... https://www.bja... 15.05.2025,17:22 View Service

YouTube Video Functional https://www.bja... 15.05.2025,17:22 View Service

27



(Website Responsibility)
Dark Patterns

® Developers can set arbitrary labels
for your cookie banner buttons

e For example:

o  Button: Accept can be “Close” or

“Reject” or “Whatever”

First Layer Second Layer

Labels

Labels

Below you can edit all labels used within the Consent Management Platform and translate them for all used

languages.

Label

Button: Accept (GDPR First Layer)

Button: Accept (GDPR Second Layer)

Button: Deny (GDPR First Layer)

Button: Deny (GDPR Second Layer)

Button: Save (GDPR)

Button / Link: More (GDPR)

Tab: Categories

Current Wording

Accept All

Accept All

Deny

Deny

Save Settings

More Information

Categories

28



(CMP Responsibility)
Why Do Cookie Violations Happen?

e |gnored Cookie Rejection: Poor documentation

on CMP script integrations and script editing.

® Undeclared Cookies: Crawler misses cookies and

does not include them in cookie declaration list.

29



(CMP Responsibility)
Dark Patterns and Dark Incentives

Interaction Analytics Overview Interaction Analytics Comparison Granular Analytics

About Interaction Analytics
Q Interaction Analytics enable you to keep t of important CMP
° o guardrails for ittoman :
nfiguration ¢ b b
Documentation

cookie banner labels *

User Acceptance Accept All Deny All Custom Accept Rate
A ’

53,780 940 830 83%

.
e Analytics that
Accept vs. Deny vs. Custom (%) Daily Accept Rate (%)

optimize for cookie

acceptance rates

Custom




4 Years of Measurements

Consent Violation Type UK us
# kies # Websites # Cookies # Websites
Rejected Cookie Usage 43,697 82.20% (4,973/6,050) 39,446 81.86% (4,134/5,050)
o 202 I -2025 Consent Choice Omission 52,804 85.02% (5,144/6,050) 70,547 89.05% (4,497/5,050)

Ambiguous Consent 398 4.20% (254/6,050) 345  4.02% (203/5,050)

I s Ireland (GDPR) California (CCPA) Michigan (FTC) Canada (PIPEDA)
nconsistency Type B ————
# Cookies g sites (#) # Cookies % Websites (#) # Cookies % Websites (#) # Cookies % Websites (#)
Rejected Cookie Usage 11,034 . ( ) 16,417 .22% (1,201) 15,052 .76 14,163

Consent Omission 14,568 3 C 29,725 93.4 (1,302) 93. 29,309

Ambiguous Consent 124 . { 101 81% (67) 46 . ) 103

nsistency Type _ couh Amea (FORRA)  _ Sineapore UFA) 0 AwmeR AR &
i ) # Cookies » Websites (;

Rejected Cookie Usage 9. ( ) . ( ) . (989) 10,662 81.57% (1,164)

Consent Omission 3 91.14% ( ) . 92. (1,196) 24,963 92. [ ) 14,920  89.56% (1,278)
Ambiguous Consent 3 5.05% ) : 3 64) 4 ) 4.20% (60)

Tni <inedo
Violation Type United Kingdomn

# Cookies Websites
Ignored Cookie Rejection 83,036 K X 3 44,605
Undeclared Cookies 115,718  93.61
‘Wrong Cookie Category
Violation Type Singapore (SG) b ) South Africa (Z
# Cookies Websites  # Cookies # Cookies % Websites
Ignored Cookie Rejection 2 4. 107,233 22% 65,882
Undeclared Cookies 250,44 1. 167,979 6 117,144
Wrong Cookie Category 300 2 395 3.379 272




Navigating Cookie Consent Violations Across the Globe

Takeaways:
- Cookie consent is still a big part of tracking personal data and privacy
- Privacy laws have a significant impact on cookie consent effectiveness
- CMPs still have a long ways to go for proper implementations of privacy laws

- Websites are inadequate when it comes to managing cookie consent

Resources: Paper and Code
% Contact: bjaytang@umich.edu | ducbui@umich.edu | kgshin@umich.edu

%  Woebsites: https://www.bjaytang.com/ | https://ducbui.com/ | https://web.eecs.umich.edu/~kgshin/

32
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